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The observation that we seem 

to write (and release) the 

same bugs over and over

Research that led to the 

“How to Break Software” 

series of books
The notion that we can 

learn from our mistakes
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Re-run tests 

as needed

Test or use software
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Find 
ONE 
bug

Fix 
ONE 
bug

Create 
ONE 
test
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• Tests may get stale 
(pesticide paradox)

• Will we have the time to run 
these tests?

Potential 
Issues

• Can these tests be re-used to 
help expose other defects?

• Can we use failures instead of 
specs as guides to expand 
testing?

Potential 
Benefits
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FUNCTION: View Search Results

Failure 

Mode
Undesired behavior Sluggish response to client/UI

Causes
Failure causes or 

conditions

• Low memory condition (client)

• Slow network connection

• Overloaded server

Effects
Possible results of 

failure occurring

• User repeats operation

• User abandons operation

• User closes program during processing
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GUI handling

Corrupt

Data

Database

Transit Memory

input

packet data 

corruption

field length 

error

data type 

error

dropped 

packet
temporary storage 

(conversion error)

retrieval 

error

field 

validation
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Sendfile Command

Outcomes: if all arguments are correct, file is sent; 
otherwise error message is generated

Arg1= an 
existing file in 
the sender’s 

home directory

Arg2 = name of 
the receiver’s file 

server

Arg3 = the 
userid of the 

receiver

Ref: Cause Effect Graphing Analysis and Validations of 

Requirements, Nurimsulu & Probert
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Mapped to a 

decision table

Ref: Cause Effect Graphing Analysis and Validations of 

Requirements, Nurimsulu & Probert
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Cause Category Effect

Start 

program

Preferred Normal start

Sub-par 

operation

• Starts with first-run operations in effect

(wizard,help, etc.)

• Starts with info/warning/error message(s)

• Starts very slowly

Failure case • Does not start but reports error message

• Does not start or report error message
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